
Contacts

Belgium
Anthony Van der Hauwaert
Partner
+322 627 11 20
anthony.vanderhauwaert@squirepb.com

Czech Republic
Hana Gawlasová
Partner
+420 221 66 2240
hana.gawlasova@squirepb.com

France
Stéphanie Faber
Of Counsel
+33 1 5383 740
stephanie.faber@squirepb.com

Germany
Annette Demmel
Partner
+49 30 7261 68 108
annette.demmel@squirepb.com

Hungary
Akos Eros
Partner
+36 14 287 155
akos.eros@squirepb.com

Poland
Ewelina Witek
Associate
+48 22 395 5565
ewelina.witek@squirepb.com

Slovakia
Tatiana Prokopova
European Partner
+421 2 5930 3433
tatiana.prokopova@squirepb.com

Spain
Fernando Gonzalez
Partner
914264843
fernando.gonzalez@squirepb.com

UK
Ann J. LaFrance
Partner, Global Co-chair Data Privacy & 
Cybersecurity Practice
+44 20 7655 1752
ann.lafrance@squirepb.com
Mark Gleeson
Partner
+44 20 7655 1465
mark.gleeson@squirepb.com
Caroline Egan
Consultant
+44 121 222 3386
caroline.egan@squirepb.com
Francesca A. Fellowes
Senior Associate
+44 113 284 7459
francesca.fellowes@squirepb.com

US
Philip R. Zender
Partner
+1 415 393 9827
philip.zender@squirepb.com

In a much anticipated decision, the European Court of Justice (ECJ) ruled today that the European Commission’s 
approval of the US-EU Safe Harbor self-certification program is invalid. Safe Harbor establishes a framework for 
legitimizing the transfer of EU personal data – including the personal data of EU employees, customers and website 
visitors – to the United States. The program is used by more than 4,000 US companies. 
The decision also makes clear that national data protection authorities 
in Europe have the power to ensure that personal data is protected in 
accordance with the Data Protection Directive and the EU Charter of 
Fundamental Human Rights, and that this power cannot be restricted 
by a decision of the European Commission. The ECJ concluded that EU 
citizens’ fundamental right to privacy is at risk under the Safe Harbor 
program because US companies receiving EU personal data “are bound to 
disregard, without limitation” the protective Safe Harbor principles when 
those principles conflict with US national security, public interest and law 
enforcement requirements.

In its initial comments on the decision, the Commission has made clear 
that it is “at ease” with the ECJ decision, and has been working for some 
time to obtain significant improvements to the Safe Harbor program and 

will be redoubling their efforts to do so. It is possible that recent legislative 
changes in the US may help resolve some of the ECJ’s concerns. They also 
suggest that other adequacy mechanisms are available. 

We will continue to monitor the Commission and Member State reactions 
and will issue further guidance as soon as the immediate and longer term 
implications of the ECJ decision become clear.

In the meantime, however, US and European companies currently relying 
on Safe Harbor to legitimize data transfers from the EU should consider 
whether alternative justifications (for example, on the basis of consent or 
contract) are adequate to cover the transfers in question.
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The contents of this update are not intended to serve as legal advice related to individual situations or as legal 
opinions concerning such situations nor should they be considered a substitute for taking legal advice.
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